
7310: CYBERSECURITY PROTECTION MEASURES 

The District will implement cybersecurity protection measures consistent with Federal, State, and District

requirements.  The District will take all reasonable steps to protect the online privacy of staff and students.

The operation and use of Millard Public School’s technology resources by staff, students, vendors, and

guests shall be consistent with this policy. All staff and students shall be educated about appropriate online

behavior, including interacting with other individuals online, cyberbullying awareness, and how to report

inappropriate online interactions. The Superintendent or their designees are authorized and directed to

establish and enforce procedures to implement this policy.
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Related Policies and Rules

5800: District Computers, Software and Data Files

5800.1: Compliance with Applicable Law and Use of District Computers

7100: Acceptable Use of District Technology

7100.1: Compliance with Applicable Law

7310.1: Cyber Security Protection Measures: Content Filtering

https://www.mpsomaha.org/board/policies/7310-cybersecurity-protection-measures
https://www.mpsomaha.org/board/policies/5800-district-computers-software-and-data-files
https://www.mpsomaha.org/board/policies/58001-compliance-applicable-law-and-use-district-computers
https://www.mpsomaha.org/board/policies/7100-acceptable-use-district-technology
https://www.mpsomaha.org/board/policies/71001-compliance-applicable-law
https://www.mpsomaha.org/board/policies/73101-cyber-security-protection-measures-content-filtering


7310.2: Cyber Security Protection Measures: Password Creation and Management

7310.3: Cyber Security Protection Measures: Multi-factor Authentication (MFA)

7310.4: Cyber Security Protection Measures: Disaster Recovery

7310.5: Cyber Security Protection Measures: Data Encryption & Retention

7310.6: Cyber Security Protection Measures: Email

7310.7: Cyber Security Protection Measures: Physical Network Infrastructure Security

7310.8: Cyber Security Protection Measures: Virtual Private Network (VPN) Remote Access

Legal Reference

47 U.S.C. § 254, 47 C.F.R. § 54.520

https://www.mpsomaha.org/board/policies/73102-cyber-security-protection-measures-password-creation-and-management
https://www.mpsomaha.org/board/policies/73103-cyber-security-protection-measures-multi-factor-authentication-mfa
https://www.mpsomaha.org/board/policies/73104-cyber-security-protection-measures-disaster-recovery
https://www.mpsomaha.org/board/policies/73105-cyber-security-protection-measures-data-encryption-retention
https://www.mpsomaha.org/board/policies/73106-cyber-security-protection-measures-email
https://www.mpsomaha.org/board/policies/73107-cyber-security-protection-measures-physical-network-infrastructure-security
https://www.mpsomaha.org/board/policies/73108-cyber-security-protection-measures-virtual-private-network-vpn-remote-access

