Millard Public
Schools

7400.1: ELECTRONIC RECORDSRETENTION & DISPOSITION


https://www.mpsomaha.org/board/policies/74001-electronic-records-retention-disposition

The District may maintain student recordsin an electronic or digital format. The District may maintain
electronic or digital student and staff records on District controlled servers, contracted third party hosted
servers, and/or web-based/cloud servers. The District shall take stepsto ensurethat the confidentiality and
privacy of the student and staff records are maintained as provided by state and federal law and the
District’s policiesand rules.

[. SECURITY

A. TheDistrict shall take all reasonable steps necessary to ensurethat the use of the Internet or contracted
third part hosted servicesfor the gathering, maintaining and/or storing of District information shall not
abridgetheright of privacy of students and staff as provided by law.

B. The District shall take all steps necessary for all usersof a contracted third party hosted service
maintaining, gathering and storing District information to have a unique user name and unique user
password and to protect the confidentiality of such user names and passwords.

C. TheDistrict shall requirethat any contracted third party hosted service used by the District have
software or mechanismsin placeto alert the service of any intrusions or attempted intrusionsinto the
database by unauthorized users. The contracted third party hosted service shall provideto the District upon
request an intrusion analysis setting out to the extent possible the dates, times, and places or other
applicableinformation of attempted intrusions by unauthorized computers or personsto the service.

D. TheDistrict shall requirethat any contracted third party hosted service maintaining, gathering and
storing District information maintain a log of all requestsfor accessto information for any student
contained on the contracted third party hosted service.

E. The District shall requirethe contracted third party hosted servicesto have verifiable parental consent
and District authorization (i.e., written or digital) prior to the collection of personally identifiable
information from a student.

F. All student or District information contained on the contracted third party hosted servers accessible
through the Internet shall be secured utilizing, at a minimum, 256-bit encryption.

G. Any third party hosted service shall, at the requirement of the District, upgradeits encryption software
as may berequired from time to time to ensure complains with generally accepted encryption standards.

H. The District shall be granted accessto all privacy policies, end user license agr eements, encryption
certificates, access logs documenting requests for information from any database containing infor mation of
District students, student records and/or parents.



II. USE OF INFORMATION

A. No personally identifiable infor mation about any student obtained by, maintained by, retained by, or
gathered by the contracted third party hosted service for and on behalf of the District shall be disclosed to
any third parties, except to the extent necessary to the operation and maintenance of the service site.

B. Information may only be gathered by a contracted third party hosted servicein the aggregate and may
only be used for the purposes of providing educational servicesto the District and for internal company use
only. No personally identifiable infor mation about any student may be utilized by the contracted third party
hosted service for any reason without prior authorization (i.e., written or digital) by the District and
parental consent as may berequired by law.

C. Any personally identifiable infor mation regarding any student of the District maintained, retained, or
gathered by a contracted third party hosted service must be destroyed in compliance with the legal
requirements of law and District policies and rules. Personally identifiable infor mation includes but is not
limited to Permanent Student Records, Subsidiary Student Records, Special Education Recor ds, and any
Electronic Student Records asdefined in District Rule 5720.1

[ll. TERMINATION — REMOVAL OF RECORDS

A. All data pertaining to any educational infor mation of any student of the District shall bereturned to the
District upon termination of the contracted third party hosted service provider contract or other agreement
at the option of the District.

B. At notimewill the District’sinformation or any student infor mation maintained, retained, or gathered
by the contracted third party hosted service be deemed to be the property of the service.

C. Upon termination of any contract or therelationship with the contracted third party hosted service and
after thereturn of all District and student information and date the service shall provide the District with a
statement that all known copies of said infor mation have been destroyed.

IV. UTILIZATION OF TRACKING SOFTWARE, A/K/A “Cookie Technology”

A. Tracking softwar e or mechanismswhich may be utilized by the contracted third party hosted service
that allow the service to storeinformation about a user on that user’s own computer shall not be allowed to
collect any personally identifiable infor mation except to the extent necessary to track the user’s activities
within a particular site. When the contracted third party hosted services areterminated the tracking
software or mechanism shall be removed or terminated.

B. Any software or mechanism that allowsthe contracted third party hosted serviceto storeitsown
information about a user on the user’s own computer which persistsor remainsa part of theuser’s



computer and which isor may be automatically activated, updated and shared with the service when the
user reconnectsto the service shall not be permitted except to the extent that asa “ persistent cookie” it is
utilized to retain individual unique password and/or user name information for the purposes of logging in to
the contracted third party hosted service to accessthe site.

C. Any information collected from or by the utilization of tracking software by a contracted third party
hosted service may beretained by the service only to the extent reasonably necessary to upgrade, update
and make navigation of the services site more efficient.

D. Any and all information collected or maintained by a contracted third part hosted service shall be
maintained or retained in compliance with the requirements of these rules and any other applicable policies
or rulesrelating to personally identifiable educational information and in compliance with the Family
Educational Rightsand Privacy Act (FERPA) and the Children’s Online Privacy Protection Act (COPPA).
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